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Abstract
This paper aims to reveal the challenges encountered when investigating modern mobile devices (smartphones in particular), providing a presentation of common data extraction techniques and the limitations generated by modern security measures implemented in the OS to provide additional layers of privacy to the general user.
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Smartphones have become indispensable tools in both personal and professional scenarios. Being the most used device by the vast majority of people, it also stores the highest amount of personal information and thus, the need for robust data extraction techniques has never been greater. As these mobile devices continue to store an ever-increasing volume of sensitive data, the ability to access it securely and thoroughly has become a critical challenge for judicial authorities through digital forensics and cybersecurity professionals.
The wide-spread use of smartphones has not only revolutionized our quotidian lives, but also presented a new area for criminal activities. From financial fraud to human trafficking, the digital footprints left on these devices can hold invaluable evidence. However, extracting and analyzing this data is no simple feat, as mobile device manufacturers continually enhance security measures to protect user privacy. 
This paper tries to offer an overview of the intricacies of mobile device data extraction, presenting the general techniques for acquiring data, security considerations and the pivotal role encryption plays in safeguarding our digital lives. This paper aims to provide an insight into the ever-evolving landscape of mobile forensics.
The need for security
Mobile devices, such as smartphones, tablets and wearables have witnessed an unprecedented growth. As these devices have evolved into powerful computing platforms, their ability to store and process vast amounts of data has grown exponentially.
These technological advancements have given rise to new challenges in the realm of data security and privacy. Mobile devices are a treasure trove of personal information, financial records, communication logs, and even biometric data, making them prime targets for malicious actors.
To combat these threats, mobile device manufacturers have implemented extensive security measures, including encryption, secure boot chain and app compartmentalization. These measures aim to protect user data from unauthorized access and ensure the integrity of the data stored on the device.
Encryption in mobile devices
Encryption is a fundamental component of mobile device security, playing a critical role securing data stored on the device as well as data in transit. There are currently two primary encryption techniques used in modern mobile devices: Full Disk Encryption (FDE) and File-Based Encryption (FBE).
Full Disk Encryption (FDE)
As the name suggests, Full Disk Encryption protects the data by encrypting the entire storage media of a mobile device. This procedure is implemented at the hardware level and occurs during the boot sequence, by using an encryption key derived from user’s passcode or PIN and a key stored in a secure enclave. This approach ensures that even if the device is lost, stolen or has in any other way entered the possession of a malicious actor, the data stored on it is protected without access to user’s credentials. This encryption mechanism was first introduced in iPhone 3GS, starting with iOS 3 [1] .
Encrypting the whole memory drive offers comprehensive protection, since all data stored, even deleted or residual data is encrypted. That means that even if an attacker somehow gains physical access to the storage media, the data is encrypted and secure.
On the flip side, FDE can affect the device’s performance, as it requires an additional step that takes computational power to perform in order to access the data. There is also a risk of data loss if the encryption key is lost or forgotten.
In order to bypass FDE, advanced data acquisition techniques are usually employed, leveraging vulnerabilities in device’s hardware of software implementation. Brute-force attacks can also be used to recover the encryption key.
File-Based Encryption (FBE)
FBE is the new standard in both Android and iOS. It was implemented starting with Android 7.0 and iOS 8 [1]. This technique takes a more granular approach to encryption, securing specific files or directories on the device's storage, rather than encrypting the whole storage media. This method is employed for protecting sensitive user data, such as messages, photos and documents, while leaving less critical data, such as system files, unencrypted, this way improving system’s performance. 
The unique encryption key for each file and directory is derived from the user’s passcode or PIN used for authentication. FBE also provides a level of flexibility in choosing the algorithm used for encrypting each file or directory.
A downside of FBE is the fact that it involves a complex key management mechanism, especially when it comes to managing different user profiles and their access permissions and thus, it creates vulnerabilities if proper encryption protocols are not correctly implemented.
The new, FBE-enabled devices have two storage compartments: Credential Encrypted (CE) storage and Device Encrypted (DE) storage. Access to CE is granted only after the user has unlocked the device. This facilitated the implementation of Direct Boot functionality, allowing the device to boot straight to the lock screen, as opposed to devices using Full Disk Encryption, that required to user to input his credentials in order to access any data on the device and thus, preventing the usage of most device’s functionality, with the exception of emergency calls. [2]
Both iOS and Android use AES256 for data encryption but employ different algorithms for communication. [3]
Data Extraction Methods for Mobile Devices
In mobile forensics, extracting the data from the device, or data acquisition, is a fundamental step. Most techniques currently used for acquiring data fall under the following categories. As we move down the list, the methods become more invasive and require a higher skill cap:
· Manual extraction;
· Logical extraction;
· Physical extraction;
· Micro read.
We will discuss each technique in more detail.
Manual Extraction
Manual extraction refers to browsing through the interface of a device (provided you have access to it) and accessing the content displayed to the authenticated user. Viewing information on the device is achieved by accessing different menus to view details like messages, call logs, media, web browsing history, app activity and taking pictures in order to document the findings. Several drawbacks of this technique are the labor-intensive work that has to be performed, potential for human error due to unfamiliarity with the OS interface or application’s interface, possibility of data alteration and probably the main drawback is the fact that only the files that are accessible through the user interface can be investigated. Considering these factors, manual extraction should almost always be performed as the last resort, in order to verify finding extracted with other methods or in the case that no other method could be performed.
Logical Extraction
Logical extraction involves connecting the target device to a workstation via USB, RJ45, Bluetooth or Wi-Fi. It acquires the data present on the device by interacting with the operating system and accessing the filesystem. It captures a part of what is accessible to the user, for devices running iOS, it includes data present in an iTunes backup. This means that it doesn’t recover any deleted files, but thanks to SQLite databases’ free lists and unallocated space, deleted records such as messages and browsing history could be recovered [4]. This method is efficient, preserves the device’s integrity and has the ability to extract user data such as contacts, messages, call logs and application data. Its drawbacks are that it cannot access deleted or unallocated data, has limited access to system-level information and data stored in slack spaces and depending on the device and OS, it can create additional artifacts that could alter the integrity of the data on the device.
A more comprehensive logical extraction is a Full File System acquisition. Since the proliferation of File-base Encryption, it has become the gold standard in digital forensics. It extracts all data from the device, including usage statistics that are not normally available to the user. It also preserves metadata, such as timestamps and file attributes. It can also retrieve deleted unencrypted data, which can be valuable in an investigation. [5]  
Physical Extraction
Physical extraction, also known as hex dump or disk imaging, involves creating a low-level bit-by-bit copy of the device’s internal storage. It includes unallocated space, deleted data and system-level information. This method was considered the gold standard before modern encryption techniques as it ensures the preservation of all data from the device and creates a forensically sound image. 
It bypasses the OS, by communicating directly with the bootloader and instructing it to dump the memory.
In the same category of physical extractions also fall techniques like chip-off and JTAG. Chip-off refers to physically removing the memory chip from the device’s motherboard and placing it on a chip reader. This method is intrusive and more technically challenging, as it requires heating and desoldering the memory chip and if done incorrectly, can permanently damage it and losing the data [4]. FBE has rendered this method mostly useless as the data that comes out of memory is encrypted.
JTAG is another advanced method of data extraction that uses the Test Access Ports (TAPs) on the device’s motherboard to instruct the SoC to transfer the raw data stored on the memory chip [5]. Both these advanced methods can be used to bypass screen-lock.

Micro read
Micro read is a technique not commonly used. It involves using an electron microscope to examine the state of the physical gates on the memory chip, translate them into 1s and 0s and the decoding the information. The process is very time-consuming, costly and faces the same limitations regarding encrypted data as physical extractions. 
Due to the extreme technicalities involved in this method, it’s been documented that it was only attempted for high-profile cases regarding national security, where other types of extractions have been exhausted [4].
Artifacts found in mobile devices
Mobile devices are treasure troves of digital artifacts, offering valuable insights into user activities, communication patterns, and potential criminal behavior. Understanding the various types of artifacts and their significance is crucial for digital forensics professionals and cybersecurity experts.
Application Data
Mobile applications are one of the primary sources of data on modern devices. From messaging apps to social media platforms, these applications store a wealth of information, including messages, photos, videos, and location data.
Extracting and analyzing application data can provide investigators with valuable insights into a user's communication patterns, social circles, and potential criminal activities. However, accessing this data can be challenging due to the encryption and security measures implemented by application developers.
Location Data
Many mobile devices are equipped with GPS and other location-tracking technologies, allowing them to record the user's movements and geographic locations. This data can be invaluable in investigations involving crimes such as kidnapping, human trafficking, or theft.
Location data can also be used to corroborate or refute alibis, establish patterns of behavior, and identify potential accomplices or associates. However, accessing and interpreting this data requires specialized tools and expertise in geospatial analysis.
Multimedia Files
Mobile devices are often used to capture and store multimedia files, including photos, videos, and audio recordings. These files can provide crucial evidence in various types of investigations, from documenting criminal activities to capturing conversations or visual evidence.
Extracting and analyzing multimedia files can be challenging due to the variety of file formats and potential encryption methods used. Additionally, metadata associated with these files, such as timestamps and geolocation data, can provide valuable contextual information.
Internet and Communication Logs
Web browsing history, email communications, and instant messaging logs can offer insights into a user's online activities, communication patterns, and potential criminal behavior. These artifacts can be particularly useful in investigations involving cybercrime, fraud, or online harassment.
However, accessing and interpreting these logs can be complicated due to the use of encryption, virtual private networks (VPNs), and other privacy-enhancing technologies employed by users.
Anti-forensics techniques
As mobile device security continues to evolve, manufacturers and developers may implement anti forensics techniques designed to hinder data acquisition and forensic analysis efforts. These techniques can include data obfuscation, secure wiping mechanisms, and hidden functionalities that complicate forensic examinations.
One example of an anti-forensics technique is the implementation of secure bootchain and Trusted Execution Environments (TEEs) on mobile devices. These security measures ensure that the device boots using only authorized firmware and software, and they provide isolated environments for executing trusted code and protecting sensitive data.
TEEs, such as ARM TrustZone or Apple's Secure Enclave, can make it challenging to access and analyze data stored within these secure environments, as they are isolated from the main operating system. Forensic examiners may need to explore potential vulnerabilities in TEE implementations, utilize advanced acquisition methods like JTAG or chip-off techniques, or collaborate with device manufacturers to gain access to these secure environments.
As anti-forensics techniques continue to evolve, forensic examiners must stay vigilant and adapt their methods accordingly. Collaboration with device manufacturers, security researchers, and the broader forensics community will be crucial in developing effective countermeasures and strategies to overcome these challenges.
The emergence of advanced encryption techniques, biometric authentication, IoT integration, and anti-forensics measures in mobile devices presents significant challenges for digital forensics investigations and data acquisition efforts. Forensic examiners must remain proactive, continually update their knowledge and skills, and collaborate with relevant stakeholders to address these evolving challenges effectively.
Conclusions 
As mobile devices continue to evolve and become more deeply integrated into our daily lives, the need for robust data extraction techniques and security measures will only intensify. The challenges posed by encryption and secure boot chains will require digital forensics and cybersecurity professionals to stay at the forefront of technological advancements, continuously adapting their methods and leveraging cutting-edge tools and techniques.
It is essential to strike a delicate balance between protecting user privacy and ensuring the ability to access critical data for legitimate investigative purposes. This balance can be achieved through collaboration between device manufacturers, law enforcement agencies, and the scientific community, fostering an environment of transparency and trust.
Additionally, the ethical and legal implications of data extraction must be carefully considered, ensuring that these techniques are employed in a manner that respects individual rights and adheres to established legal frameworks.
As we navigate the complexities of this digital age, it is crucial to remember that mobile devices are not just repositories of data but also windows into our lives, holding the potential to uncover truth, protect the innocent, and bring justice to those who seek to exploit technology for nefarious purposes.
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