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Abstract: The legislative framework pertaining to cybersecurity in Russia lacks comprehensive public documentation, while Ukraine provides transparent access to its strategic plans for cybersecurity development. This article presents an analysis of the Ukrainian cybersecurity roadmap for 2023-2024 and the perspectives of Russian experts on the concept of import substitution in cybersecurity. By examining Ukrainian initiatives and Russian viewpoints, the article aims to shed light on the differing approaches to cybersecurity governance and policy implementation in these neighboring nations.
1. Cyberspace Dynamics: Neologism Evolution in the Ukraine-Russia Cyber Conflict
A word-term is an integral part of a concept. The concept reflected in a legislative document initiates the appearance of the term in dictionaries and other sources such as Wikipedia or GPT chat. The function of the latter plays an important role, since they are used by the majority of the population. Fig.1
Neologisms gain different interpretations in English, Ukrainian, and Russian and have different word statuses. Cyberspace vocabulary needs to be determined separately per each word apart in every language. Today, IT notions are coined in the dimension of the first cyber war, where Ukraine is fighting against Russia.
Fig. 1 The process of a word entering a dictionary 
The meanings of the information structure do not differ significantly. Information infrastructure is a system of organizational structures and subsystems that ensure the functioning and development of the country’s information space and means of information interaction. [1] While Ukrainian version denotes it as a set of various information systems, information resources, telecommunication networks, data transmission channels, means of communication, and management of information flows, as well as organizational and technical structures, and mechanisms that ensure their functioning. [2]. 
Cyberspace is the space, where the global intelligence is decoded, a Ukrainian hacktivist once said. Oxford Dictionary defines cybersecurity like measures that are taken to protect against the criminal use of electronic data [3]. Ukrainian definition is a set of means, strategies and principles for protecting national cyberspace, as well as corporate and private information systems from cyberattacks [4]. At the same time, none of the well-known dictionaries of the Russian language (V. Dal, S. Ozhegova, D. Ushakova, etc.) provides any information on the word. Its definition is in the Russian-American dictionary, or “information security” can be used as an alternative.
A hacktivist is a person, who finds a way to look at other people’s computer files without permission, to achieve or pursue particular political or social goals [5]. Let us follow how the war will change the words' meaning. The reality of the modern world cyber fight is being written in Ukrainian and Russian languages. It is high time to analyze the first sources of the "zero" line.
The Ministry of Defense initiated scientific research work on defining the concept of cyber war, which is carried out by the SBU Academy. I am convinced that these developments will allow us, together with other state bodies, to come up with legislative proposals already at the end of 2024, said Deputy Defense Minister of Ukraine Kateryna Chernogore [6] .
Meanwhile, the former Federal Agency for Government Communications and Information employee A. Masalovich (Cyberded) in his interview says cyberspace is not defined in any legislative act at the international level. The Americans and the British are “torpedoing” a single cyberspace, where the political, physical, and technical Fig.2.  Disparity in defining the subject     domains are simultaneously located, while the Russian approach separates the information space and cyberspace [7]. Fig. 2 He also tells about the online and offline space.The only difference is the presence of a “ repost” button. It is this button , that makes all mathematical laws unacceptable in cyberspace. [8]
 “The European Union Network and Information Security Agency (ENISA), established by Regulation (EU) No 526/2013 of the European Parliament and of the Council (5), promotes the development of the cybersecurity industry in the Union [9].
One of the primary spokespersons for Russian cybersecurity policies, often addressing a broad audience, appears to lack familiarity with the legislative framework of the European Union. Notably absent from his discourse is any engagement with Russian legislation. For instance, there is no mention of laws such as the Federal Law "On Information, Information Technologies, and Information Protection," which serves as a cornerstone in discussions surrounding cybersecurity, even extending to educational materials for Russian public schools, such as the manual for cybersecurity for schoolchildren.
Furthermore, the discourse fails to address other pertinent documents, such as the International Standard 27032:2012 "Information technology - Security techniques - Guidelines for cybersecurity," indicating a significant oversight in the breadth of the discussion.
The explanation provided for this omission is that the manual containing these crucial discussions was printed three years before the onset of the first cyberwar. However, this justification falls short as propaganda cannot be attributed to the emergence of new terminologies within the cybersecurity domain.
The ethical part of “cyber” hasn`t been ironed out. There is no universal understanding of what is okay in “cyber” and what is not. I think as the war goes on, those conversations will become more “stark” because now we see an action, we have not seen before. It was more a possibility than it was a reality. That`s changing the conversation a lot.[10] While the increased use of cloud services, the ubiquitous use of information and communication technology (ICT), the high level of digitalisation, remote work and evolving technology and connectivity are core features of all activities of Union entities, digital resilience is not yet sufficiently built in[11]. To reach a high common level of cybersecurity, it is necessary that each Union entity establish an internal cybersecurity risk-management, governance and control framework , which ensures an effective and prudent management of all cybersecurity risks, and takes account of business continuity and crisis management [12].
Some of the Ukrainian cybersecurity documents were adopted even earlier than their European counterparts. The study shows, that all changes and additions made recently in Ukrainian legislation depend directly on the legislative framework of the European Union.
2. Cybersecurity Legislation: Contrasting Strategies in Ukraine and Russia
 The documents formulating Ukraine's cyber security legal framework encompass regulations, laws, orders, and resolutions: The law about the main principles of ensuring cyber security of Ukraine, Indicators of implementation of the cyber security strategy of Ukraine, Plan measures for 2023-2024 to implement the Cyber ​​Security Strategy of Ukraine, etc. At the same time, the regulation (EU, Euratom) 2023/2841 of the European Parliament and of the Council of 13 December 2023 defines new frontiers for Ukrainian legislation. These directives establish principles, policies, and operational procedures aimed at protecting critical interests in cyberspace. They facilitate the coordination of efforts among relevant entities, safeguard state information resources, assess vulnerabilities, and outline protocols for responding to cyber incidents. The overarching goal of these legislative instruments is to institute cybersecurity measures that safeguard individuals, society, and the state against a spectrum of cyber threats.[13] The GPT analysis mentions all components, hiding the human factor. The legislative foundation in Ukraine emerges as the consequence of vehement societal contention.
An examination of the terms associated with cyber law in Ukraine underscores the nature of protecting digital assets and information. Each term elucidates a facet of the cyber landscape, underlining the identification of threats and incidents, the implementation of defense mechanisms, and the protection of critical infrastructure. The recognition of terms such as cyber attack, cyber defense, and cyber espionage is pivotal in crafting legal frameworks and strategies to mitigate risks Moreover, understanding the interplay between national telecommunications networks, electronic information resources, and active defense systems is essential for fostering a secure cyber environment. As cyber threats evolve continuously, adopting a proactive approach to combat cybercrime, cyber terrorism, and other malicious activities in cyberspace is imperative for safeguarding both national interests and global cybersecurity [14] In 2017, Ukraine made new rules about cyber stuff. These rules could change how Europe deals with cyberspace.  
 Tab 1: Key Laws on Cybersecurity in Ukraine and Russia
	Ukrainian
	Date
	Russian
	Date

	The law about the main principles of ensuring cyber security of Ukraine
	05.10.2017
	Federal Law  on safety critical information infrastructure Russian Federation
	02.07.2013

	The procedure for conducting a cybersecurity assessment of critical information infrastructure, state information resources, and information whose protection requirements are established by law.
	11.11 2020
	Decree of the President of the Russian Federation on additional measures to ensure information security of the Russian Federation
	01.05.2022

	- Plan measures for 2023-2024 to implement the Cyber ​​Security Strategy of Ukraine
- Indicators of the implementation of the cyber security strategy of Ukraine
	19.12.2023
	
	


 

A General Assembly Resolution United Nations A/RES/57/239
B European Convention on Cybercrime (crimes in cyberspace) Budapest, November 23, 2001
C The law about the main principles of ensuring cyber security of Ukraine
E The Concept on Cybersecurity
D The Federal Law on Information, information technology,and oinformation protection

Fig.3 The Sources of Concept Evolution in Cybersecurity
The figure includes the documents mentioned in the Russian manual of cybersecurity for Russian schoolchildren. If points A, B, and C are strongly related to each other, how is the lack of connection with point D explained to students? Is it possible to empathetically analyze the process in triangle ACD? If not, then why? We have to find a scientific explanation.
The Ukrainian documents focus on establishing legal and organizational frameworks for cybersecurity, defining responsibilities, and setting guidelines for coordination and assessment of security measures. Meanwhile, the Russian document emphasizes the personal accountability of organizational leaders, the accreditation of security centers, and the prohibition of using security tools from unfriendly countries. In short, while both aim to enhance cybersecurity, the Ukrainian approach is more comprehensive in legal and organizational structuring, whereas the Russian decree emphasizes personal responsibility and restrictions on technology procurement [15] generalizes artificial intelligence.
Ukrainian legislation intricately intertwines with European legal frameworks, demonstrating a harmonious alignment with broader regional standards. In contrast, Russian legislation notably lacks any explicit references to external sources, ostensibly portraying an autonomous stance within the global cyber domain.
Tab 2: EU and Ukrainian Cybersecurity Laws
	European legislation on cybersecurity
	Ukrainian legislation on cybersecurity

	-Regulation(EU) 2019/881on ENISA  and on information and communications technology cybersecurity certification 
--Regulation (EU, Euratom) 2023/2841 laying down measures for a high common level of cybersecurity at the institutions, bodies, offices and agencies of the Union
	- The law about the main principles of ensuring cyber security of Ukraine
- Plan measures for 2023-2024 to implement the Cyber ​​Security Strategy of Ukraine
- Indicators of the implementation of the cyber security strategy of Ukraine



3. Analyzing Ukraine's Cyber Defense Strategy: Perspectives Beyond Official Documents
Trying to understand not only stated in the documents but the expert's opinions on it, lots of interviews on the topic were watched by the authors. None of the Ukrainian experts is positive in describing the actual state of facts. The strategy of the country's cyber security outlines the development of cyber security indicators and the creation of dedicated cyber forces within the Ministry of Defense, enhancing Ukraine's ability to deter cyber aggression. Here is the main thesis: 1. Collaboration mechanisms among stakeholders are to be improved for cohesive execution of cyber defense tasks, integrated into the overall defense plan. 2. Regular joint exercises with NATO members aim to enhance operational compatibility for effective responses to cyber threats. 3. Establishing MIL.CERT-UA and collaboration with European counterparts strengthen Ukraine's cyber defense capabilities through shared intelligence.4. Regular assessments of security sector capabilities ensure readiness and identify areas for improvement.5. Integration of cybersecurity training into national programs ensures citizens and territorial units are equipped for cyber defense.6. Real-time detection systems for critical infrastructure cyber attacks bolster resilience against threats. 7. Enhanced surveillance and counterintelligence measures safeguard against foreign espionage and subversion in electronic communications. 8. Transparent reporting of cybercrime statistics promotes accountability and informs policy-making. 8. Public awareness campaigns and effective communication channels ensure societal participation and resilience in the face of cyber threats [16].
It emphasizes the need for joint efforts to increase resilience in cyberspace, investigate cybercrimes, and respond to cyber threats effectively. Key aspects include bolstering the expertise and resources of judicial experts in computer technology, enhancing the knowledge of law enforcement personnel, prosecutors, and judges in IT and cyber security, and improving the nation's cyber intelligence capabilities. Additionally, there's a focus on strengthening cybersecurity measures for diplomatic missions abroad and critical national infrastructure, as well as facilitating cooperation with international partners, especially the US, EU, and NATO, for information exchange and coordinated actions against cyber threats. The strategy also highlights the importance of engaging the private sector and civil society in cyber security efforts, developing national incident response plans, establishing incident management systems, implementing security audits, advancing cryptographic information protection systems, conducting cyber drills, and expanding the network of cyber incident response centers. This multifaceted approach underscores the commitment to safeguarding Ukraine's cyberspace and critical information infrastructure against evolving threats [17]. 
The table illustrates the primary goals and objectives that may potentially engender the emergence of novel terms delineating fresh concepts and phenomena in cybersecurity.
Tab 3: Goals Derived from Ukrainian Laws Potentially Influencing New Cybersecurity Concepts
	Goal 1
	Aims to develop a system of cybersecurity indicators, including basic cybersecurity status indicators, indicators of national cybersecurity system development, and indicators of critical information infrastructure protection. 



	Goal 2 
	 to enhance Ukraine's capability to counteract espionage and cyber-terrorism. For that: 
- to establish a nationwide system for detecting cyberattacks. 

	Goal 3
	 aims to enhance cybercrime prevention in Ukraine through several key strategies. These include:
- developing conceptual approaches to safeguard citizens' rights in cyberspace.  
- establishing methods for collecting cybercrime statistics, and facilitating communication between the government and society to counter large-scale cyberattacks. 
Furthermore, it seeks to regulate the legal status of cryptocurrencies.

	Goal 4
	aims to enhance asymmetric deterrence instruments by :
- establishing legislative frameworks to engage private sector and civil society in cyber defense. 

	Goal.5
	 aims to enhance Ukraine's cyber preparedness and security through several key initiatives. These include:
- developing a national response plan for cyber emergencies, 
- establishing a national incident management system, 
- setting minimum security standards for both public and private sectors . 

	Goal 6
	aims to enhance professional skills, cyber literacy, and scientific-technical support for cybersecurity. It involves :
-stimulating research considering emerging technologies like cloud, quantum computing,etc. 
- developing a national cyber literacy program. 

	Goal 7 
	 aims to:
- to develop national cybersecurity standards . 

	Goal 8
	 aims to: 
- to ensure the discussion of key cybersecurity issues in Ukraine at meetings of the National Cybersecurity Coordination Center . 
- to develop mechanisms to incentivize the private sector, the scientific community, civil society organizations, and individual citizens to participate in shaping and implementing cybersecurity measures.

	Goal 9
	aims to reform relations in cybersecurity by developing legislation to regulate public-private partnerships, fostering trust, and allowing experimental projects.For that :
- to seek to involve representatives from scientific institutions, NGOs, and independent experts in developing regulatory frameworks and standards. [18]



4.The Virtual Front: Ukraine and Russia's Cyber Struggle
President of the European Association of Software Engineering V. Savchenko says: In Ukraine, there are up to tens of thousands of cyberattacks per year. The active phase began in September 2021 on the systems of authorities and military facilities. Russia tried to break the registries. After all, we are dealing with the first cyber war of states in history crossed with information warfare.[19] R. Vityuk Head of the SBU Department underlines that  the world's first full-fledged cyber war is underway. It can be considered as a separate dimension of this war.[20] Today there is a whole network of applications, where you can enable your computer or phone to automatically work for our victory.” [21]
M. Fedorov, Deputy Prime Minister, Minister of Digital Technologies says Estonia is one of the countries that helps Ukraine the most [22]. As we develop, we need to help. This should be at the level of the Ukrainian DNA [23]. Digitalization of hospitals, reform of the statistics service, a new format for fundraising [24].Today in Ukraine there is a hacktivist movement, it will become a cyber army when it becomes a structure of ZSU [25].Hacking Rutub and Gazprom, but most cases are not public and are used for combined operations [26].
Let us follow the changes in Fedorov`s ideas basing on officially posted interviews.
2024.03 A lot depends on the law on mobilization that will be adopted how it will develop mobilization in the direction of digitalization [27].
 2024.02.The bases themselves do not burn [28].Russia must understand that we have only just begun [29]. 
2024.01.Today there are more than 200 private enterprises that are engaged in the production of BLO. At the beginning of the war there were only 7 authorized in the country [30].
2023.12. “Our logic is that we rank services with the largest number of users and digitize them. We respond to problems that arise. For example, payments for evacuation.” [31] 
2023.11. “We are developing a state strategy which we will present in December. The strategy also describes sectors. One of the sectors is the chip industry. We plan to develop an act chip.” [32] 
2023.11. We have created the Brain 1 cluster for those who have a military idea that needs funding. It is possible to set up a call with the General Staff. More than 700 applications have already been submitted. More than a million euros have been received in grants. Next year funding will increase significantly [33] .
2023.10. “A digital office was launched, a new service for government authorities, Diya Engine, which plans to save millions of hryvnias of state money [34].
At the beginning of the war, the Ukrainian mass-media reported more about the successes of the haktivists compared to the last year of the war. In any case, there is a direct connection between the legally enshrined concept, the words of the Deputy Prime Minister and the expressed opinions of independent experts.
1. Ukrainian hackers hacked CCTV cameras in seven Russian cities, including Moscow, and forced them to listen to the Ukrainian anthem on Independence Day [35]
2. As reported by the Main Directorate of Defense Mines Intelligence of Ukraine, on Navy Day, Russian sailors received a message containing a Trojan virus that redirected personal data from their phones to Ukrainian servers. [36]
3. A satellite television provider in Novosibirsk was hacked and a video message was launched with a proposal to lay down arms [37].
4. The databases of Russian business giants were destroyed. The “overcloud.ru“ cloud server contained data from more than 10 thousand legal entities. Hackers destroyed the data center. This was a joint operation of the” Black Jack” group with the cyber department of the SBU [38].
5. One of the largest banks in Russia, Gazprombank, was attacked. The only bank that escaped Western sanctions. Gazprombank itself admitted this at the Russian cybersecurity summit [39].
Ukrainian hacktivists do not simply follow instructions. Instead, they actively engage as independent members of the process. Their motivation comes from within; they aren't coerced or pushed into action. This observation stems from numerous reports and interviews.
5. Exploring the Landscape: Russian SIEM Solutions and Cyber Threat Resilience
The Russian government is actively pursuing a policy of import substitution, particularly within the domain of cybersecurity. Nevertheless, there remains uncertainty regarding the quality and efficacy of Russian-made products in this sphere. 
In 2020, the volume of the Russian SIEM market was estimated at 7.2 billion rubles. Since that time, it has grown significantly due to import substitution and the introduction of new domestic products to the market: at least three SIEM systems were developed and offered to customers.” “Another development factor is the course towards ecosystems, supported by such vendors as Kaspersky, Positive Technologies, R-Vision, UserGate, affirms Russian experts [40].
If the Russian legislative framework is of interest only to specialists, then their products that have appeared on the domestic cyber security market should not be underestimated. It would be ideal for European specialists to join forces in testing their products and give their assessment. In the meantime, here is a brief overview of the programs that have appeared in Russia lately. On some of the products, we already have some questions included in the table below.
Table 3: Russian Products for Cybersecurity Available on the Current Market [41].
	
	Name
	Features
	Certificates

	1
	Alertix


Question
	Analyst notepad; Sysmon and Beats configuration management; flexible control of the depth of storage and archiving of events from sources; 
How do Russian cybersecurity experts set up Sysmon and Beats to protect systems, considering local regulations and regional threats?
	 FSTEC certificate

	2
	Ankey 
SIEM NG
	 automated information security monitoring and continuous monitoring of changes in the organization’s IT infrastructure; automated detection of known vulnerabilities in asset software; identifying incidents among a large number of information security events; detecting failures in the operation of IT and information security systems and responding to them.
	

	3
	Kaspersky










Question
	 ecosystem (functional integration with other Kaspersky products), RESTful API, ability to interact with response platforms (IRP and SOAR); automation of routine actions to respond, host inventory, enrich information security events with context; performance of more than 500 thousand EPS, tested on the customer’s real architecture; minimum system requirements and flexible horizontal scalability, support for geographically distributed installation, high availability and multi-tenancy modes; 
How prevalent are RESTful APIs in Russian tech, and which sectors or companies use it most?
	FSTEC certificate

	4
	KOMRAD Enterprise SIEM
	 ability to automate incident response; visual designer of correlation rules; integration with domestic information security systems; availability of a constantly updated package of examinations;
	Free demo license.

	5
	MaxPatrol SIEM
	built-in behavioral anomaly detection module BAD (Behavioral Anomaly Detection); tools to ensure the practical effectiveness of the analyst’s work; work with flows of more than 540 thousand EPS; possibility of application in different IT infrastructures - both small and national scale; 
	FSTEC certificate; integration with GosSOPKA.

	6
	R-Vision SIEM
	 the ability to expand functionality through integration with other technologies of the R-Vision EVO ecosystem; graphical event processing pipeline editor; possibility of reservation according to the “asset - liability”; flexible data storage model.
	

	7
	RuSIEM
	 microservice architecture; graphical designer for creating correlation rules; the ability to integrate with external systems through the use of an application interface ; 

	FSTEC  certificate;
integration with GosSOPKA; 

	8
	Security Capsule SIEM
	 delivery in “all-in-one” format; compatibility with domestic operating systems; possibility of use in small IT infrastructures, horizontal scalability, management from a single console, support for geographically distributed installations and high availability mode; free online training course.
	FSTEC certificate

	9
	Smart Monitor
	 assessment of the effectiveness of business processes; asset inventory module; IRP platform; online calculator.
	

	10
	UserGate SIEM
	 integration with the UserGate SUMMA ecosystem; the ability to automate incident response; SMS notifications about new incidents; integration with external sources to obtain additional information; 24/7 technical support ; 
	interaction with GosSOPKA.

	11
	Radar platform
	API for integration with third-party systems; built-in IRP system; vulnerability management module; multi-tenancy; 
	 FSTEC certificate

	12
	SearchInform SIEM
	 ease of implementation and use; low hardware requirements; the ability to automatically detect incidents and respond to them; 

	integration with GosSOPKA; FSTEC certificates” 



The Federal Service for Technical and Export Control (FSTEC) of Russia regulates the export of dual-use goods and technologies, which have both civilian and military applications, to prevent their unauthorized transfer to other countries or entities that could potentially pose a security risk to Russia or its allies [42] GosSOPKA represents Russia's efforts to modernize its governance structures and improve the effectiveness of public administration through the use of advanced information technologies and data-driven approaches [43].
 Thus, we can conclude that manufacturers of SIEM systems are actively taking advantage of the opportunity that has arisen associated with the departure of foreign vendors from the domestic market. A separate question is how well the replacement occurs in terms of convenience, performance and functionality [44].
Western XDR solutions have a more comprehensive approach. They analyze what's on the network, not just what's happening at the endpoints. They initially have a network toolkit. If a hacker penetrates the endpoint, not only the USB keyboard will be blocked, but also the virtual one [45] Experts notes that XDR should not be considered a replacement for other security tools. So, if the endpoint is not a trusted host, then in any case it needs an antivirus that is focused primarily on preventing threats. Without endpoint protection, XDR will be overwhelmed by trivial attacks. However, the antivirus must be compatible with the XDR agent [46].
In the event that an entirely novel Russian product, heretofore unknown to the European market, emerges subsequent to a comprehensive comparative analysis, it will engender a paradigm shift in our comprehension of the aforementioned concepts. Consequently, this may precipitate the introduction of novel terminologies within the sphere of cybersecurity.
6.Cybersecurity in Schools: Balancing Accessibility with Protection in the Digital Age
When you search Google for cybersecurity lessons for children in Ukrainian and Russian, a qualitatively different product appears. “Basics of Cybersecurity  for schoolchildren” is a training course divided into four age categories. The goals and content of each subcourse are clearly indicated, followed by registration indicating the educational institution. It occupies the third search line in Googlesearch. The same request in Russian on the fifth line displays a 3-hour free course without indicating the age of the target audience.
Tab. 4: Comparative analysis of Ukrainian and Russian studying programs on cybersecurity for schoolchildren.
	
	Features
	Ukraine
	Russia

	1
	Legislative base
	“improving training systems for cybersecurity professionals and developing a national cyber literacy program.”
	The federal law “On the protection of children from information that causes harm their health and development

	2
	Title
Active users
	Основи кiбербезпеки для школярів
  25333
	Основы кибербезопасности
No information found

	3
	Target age groups
	4 ( for children 6-11 years)
	1 ( for children 12-17 years)

	4
	Creator
	CRDFGLOBAL СМАРТОСВIТА
	Российский учебник
Author S.Vanagarodskii

	5
	Registration
	Only Ukrainian schoolchildren
	Manual is found in an open source 

	6
	Description
	Attractive for children, Explains clearly goals and content, Well structured for every age group
	The most part of the manual represents short version of the laws,no pictures, no attractive content

	7
	Source 
Webpage 
	
https://cyberkidsukraine.org/
	Основы-кибербезопасности.pdf (iro23.ru)
no 



N. Lishin, Deputy Head of the Department of Information Systems of the Ministry of Internal Affairs of Russia, says that the game is something that introduces certain concepts into the norm of life [47] The child lives in mythology. And if there is no Russian soldier there, then he will not be there [48].We must conquer the computer gaming space. GPT chat seems to be the point “of no return” for Russia [49] The spread of technology is called technological slavery. Arguing that the sovereignty of the state in the technological sphere determines the possibility of its independent existence [50]
To “justify” the official position worth mentioning that the official competitions included in the Unified Calendar Plan of the Ministry of Sports of the Russian Federation. “They feature 6 types of competitive programs: Dota 2 , 3D tactical battle Counter-Strike: Global Offensive, real-time strategy StarCraft II, fighting game Tekken 7, drone racing simulator DCL – The Game, and competitive puzzle. Clash Royale game [51] While officials are promoting the creation of patriotic cyber games, the country is holding national-level competitions in games whose content contradicts national policy.
Cybersecurity commences with the early education of children, a principle exemplified notably by the Ukrainian program, which distinguishes itself superiorly to its Russian counterpart. In this initiative, children undergo instruction focused on defensive strategies rather than offensive tactics. This approach aligns seamlessly with the overarching objective intrinsic to any robust cybersecurity paradigm, namely, the fortification of defensive capabilities.
7.The Lexicon of Cybersecurity: Insights into Societal Attitudes and Legislative Gaps “Cybersecurity is not only an issue related to technology, but one where human behaviour is equally important. Therefore, ‘cyber-hygiene’, namely, simple, routine measures that, where implemented and carried out regularly by citizens, organisations and businesses, minimise their exposure to risks from cyber threats, should be strongly promoted.” [52]
“As the cyber threats are becoming more pervasive and the cyber attackers more sophisticated, achieving a high common level of cybersecurity across Union entities is paramount to ensure an open, efficient, secure and resilient EU public administration,” declares Johannes Hahn, Commissioner for Budget and Administration UE. [53]
Ukraine has launched cybersecurity online courses for children and teenagers. Russia, on the other hand, has only one manual available, but its content is not suitable for any target group.
Investing in comprehensive cybersecurity education for children and teenagers is not just a proactive measure; it is a strategic imperative for ensuring the safety and resilience of nations in the face of escalating cyber threats. By empowering the younger generation with the knowledge and skills to navigate the digital landscape securely, countries can fortify their defenses and contribute significantly to the collective security of the global community.
The appearance of a new term in the dictionary is an indicator of the attitude of native speakers towards a certain phenomenon. This study reveals the relationship between the presence of a concept on cybersecurity , a program for students on the basics of cybersecurity, the presence of the term 'cybersecurity' in the dictionary, and, on the other hand, the absence of a concept adopted at the legislative level, the absence of an adequate school curriculum on cybersecurity, and the absence of the term 'cybersecurity' in the largest dictionaries. Without a concept approved at the state level, a practical result is not possible. Without a tangible result for society, the word will not appear in the dictionary.
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